Ako udrzat’ vasu rodinu
na internete v bezpeci?
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Kto som?

Peter Sebo ® Ps:Digital

Founder & CDO @PS:Digital | Organizer of Digital RULEZZ

conference | Google Certified Trainer for Leadership

Ekonomicka univerzita v

Bratislave
Slovak Republic - 500+ connections
Join to Connect
Contact Peter for services
Social Media Marketing, Public Speaking, Digital Marketing, Marketing Strategy, Advertising, Leadership Develop...

See all details

About

Digital marketer and marketing enthusiast. Founder of series of unique internet and mobile marketing
conferences in Slovakia and the first national internet and mobile apps awards in the country.

Regularly lecturing about internet and mobile marketing at professional conferences and workshops and
several Slovak universities.

Leading his own digital marketing consultant agency PS:Digital.

Google Certified Trainer for Leadership
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Viete, ake su 4 najvacsie
problémy mladych v roku 2020?
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Viete, ake su 4 najvacsie
problémy mladych v roku 20207
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NASA PREDSTAVA

STIAHNI MI EMAILY!
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Desatoro - ked vam mobil a socidlne siete Zeru prili$ vela ¢asu:

=

. Nerobte prvy krok k mobilu.

. Budte v noci off.

. Nepouzivajte mobil ako budik.

. Najprv ,,niekto”, potom mobil.

. Stanovte si €as pre online.

. Vypnite si zbytocné notifikacie.

. Nastavte si casové limity na appky.

. Schovajte aplikacie.

. Zredukujte pocet toho, co followujete.

10. Nastavte si extra pozadie a zvonenie na mobile.

OO NODUVIHAWN

~
:-) Nalepte si na palec/prst leukoplast :-) PS:DIGITAL

Zdroj: Basha Okruhlanskad
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HASHTAG | RATE |ﬂ| il

VR | TIK TOK |

TROLLO | APP | Faq | |

G \ INFLUENCER | YOUTUBER |
WHATSAPP |

VIBER |

HEADSET | FAKE |

TAG | SHARE | o6 | il

STORIES | WALL | HEJTER |

VIRAL |  SWIPE | |NSTASTORY |

Rozumieme?

UNBOXING | EMOTICON |

SNAPCHAT | HOAX | scRroLL

VLOG | uike | SPAM | yacker |

LINK | CLOUD | FOLLOWER |

SELFIE | |G B'°| CHATBOT |

PRANK | FELLOW | SKETCH |

(T;S?: DIGITAL



,Nasa mladez miluje prepych. Nema vhodné
spravanie. Neuznava autority a nema uctu
pred starobou. Deti odvravaju rodicom, srkaju
pri jedle a tyranizuju svojich ucitelov.”
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,Nasa mladez miluje prepych. Nema vhodné
spravanie. Neuznava autority a nema uctu
pred starobou. Deti odvravaju rodicom, srkaju
pri jedle a tyranizuju svojich ucitelov.”

400 pred Kristom

Sokrates, klasicky grécky filozof z Atén (469 - 399 pred n. |.)
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Dnes sme my dospeli vystaveni pokuseniu vyhotovovat

zoznam katastrof a chyb mladych dnesnej doby. Niekto

nam mozno zatlieska, pretoze vyzerame ako experti na
urcovanie negativnych aspektov a nebezpecenstiev.

IIIII

vzdialenost, mensia blizkost, menej vzajomnej pomoci.

papez Frantisek —~
CHRISTUS VIVIT, 66 \PS/DIGITAL
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GoGoManTV e

1,871 mil. odberatelov

ExplOited

061 tis. odberatelov

Asimister @

E
3 598 tis. odberatelov

™
.

Duklock @

478 tis. odberatelov

MOMA @

467 tis. odberatelov

Naked Bananas @ 9

317 tis. odberatelov

f ) ) ladyZika o Patra Bene o
< 250 tis. odberatefav . 212 tis. odberatelov
q [

menameselassie @
703 tis. odberatelov

LucyPug @

554 tis. odberatelov

Zrebny & Frlajs @

344 tis. odberatalov

To je ten nas Matus o
373 tis. odberatelav

Sajfa @

182 tis. odberatelav
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Q Hladat @ V @ O

aronthebassist # el &8 -

Prispevky: 188 Sledovatelia: 312tis. Sledované: 623

Aron Hodek
9yrs old, Bassist, beat maker @arontheproducer, Music lover, but first of all a child

from Slovakia®) ¢ Admin: @hOwdy Account run by parents
youtu.be/aFRvs30oxS-M

Sledovatelia: redbullsk a djekg
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Fortnite

2018

§ sjoita added

Minecraft
% 2009

MOBILE @

2016

o

Checkers

)

Board Games

Video Games

‘t

Game Conloses

(::E]
VN

Mobile Games

2 2

Tablet Games

0%

'unu-nur; CaII of Duty®: Mobile - Garena

l Clash Royale

5 Clash Of Clans

2015

2012

5y Candy Crush Saga
\, @ 2012

misilegd added

4 Geometry Dash

| 2013

JasonHe added

Brawl Stars

| 2017

-~ Pokémon Go
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Najvacsie hrozby
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1. KLAMSTVO
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2. ZAVISLOST
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Co s tym?
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TIP 1 ) ) WC bez mobilu
NEDIGITALNA ZONA

Presne ten pocit, ked' ides na

zachod bez mobilu
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TIP 2

RODINNA DIGITALNA DOHODA

1. Predtym, ako budem zdielat fotky online, zamyslim sa, ¢i je to
vhodné.
2. Nepotvrdim priatelstvo na socidlnej sieti niekomu, koho nepoznam
z offline Zivota.

3. Budem laskavy k inym a ak sa bude mne alebo mojim priatelom
diat nieco na internete, z coho budem mat zly pocit, porozpravam sa
o tom s dospelymi.

4. Dodrzim dohodnuty ¢as, ktory méZem stravit online alebo hranim
hier a a reSpektujem aj dohodnutl “technologickl vecierku”.

5. M6j smartfon zostane v noci mimo mojej spalne.

6. Spolu s rodi¢mi si nastavim ochranu stikromia vSade tam, kde mam
vytvoreny profil, na Facebooku, Instagrame ¢i Youtube, v hridch a
inych aplikaciach.

7. Budem ochrariovat moje osobné tidaje online a nikomu okrem
rodi¢ov alebo opatrovnikov nedam moje heslo.

1. Rodicovskl kontrolu na zariadeniach, ktoré pouZiva moje dieta,
nastavim zodpovedne a v spolupréci s nim. Vysvetlim, preco je to
potrebné a zoberiem v tvahu jeho potreby a Zelania. Nezabudnem
rodi¢ovsku kontrolu priebeZne aktualizovat.

2. Pozriem ochranu bezpecia na novych aplikaciach, ktoré si moje
dieta chce nainstalovat. Spolu dohodneme pravidla a podla toho
nastavime ochranu stkromia.

. Predtym, ako budem zdielat fotky mojho dietata, sa zamyslim. Mali
by ich vidief len priatelia z redlneho Zivota a rodina.

4. Zoznamim sa s hrami a aplikaciami, ktoré pouZiva moje dieta.
5. Zostanem otvoreny a budem rad, ked mi dieta bude o online
novinkach a postrehoch hovorit ¢o najviac.

6. Budem v klude pocuvat a zdrzim sa prehnanych reakcii, ked mi
moje dieta povie o nieCom, <o sa stalo online.

7. Vhodne zasiahnem, ked budem mat pocit, Ze moje dieta alebo

niekto iny je ohrozeny tym, ¢o sa deje online. O mojich krokoch
dietatu poviem, nerobim ni¢ poza jeho chrbat.

www.diglg.sk



TIP 3 Priloha E Zmluva

Z IVI | l ' V A Zmluva medzi rodi¢nu a det'mi o zodpovednom pouzivani internetu, mobilnej komunikicie a novych technologii.
Rodicia, meno a priezvisko Deti, meno a priezvisko

Natka Theta 1
http://www.zodpovedne.sk/download/Zmluva.pdf
Daefa 2
Oiec
Dhefa 3

Rodit¢ia a deti sa dohodli na rozvrhu pouzivania poéita¢a/hracich konzol:

Dei Viena derara l Spoly | “emederatat Spoly | “emederaras Spolu
hod. hod. hod.
Pondelok | od do od do od do
Utorok od do od do od do
Streda od do od do od do
Stvrtok | od do od do od do
Piatok od do od do od do
Sobota od do od do od do
Nedel'a od do od do od do

(@ DIGITAL



Priva a povinnosti, ku ktorym sa rodifia a deti zavazuji:

Rodicia

Deti

Umo#nime detfom pouZivat' mnternet (hracie konzoly) podla dohodnutého
rozvihu.

Nikdy neviem, kto je v skutofnosti na druhej strane mtemetu alebo mobilu,
preto som opatmmy.

Ak zistime podozrivé sprivanie udeti, napr. mazanie histérie v
prehliadaci, v fete, zakryvanie monitora v nasej pritomnosti, skisime sa
5 it porozpravat o tom, aké maji na to dévody.

Ak ma niekto na druhej strane internetu alebo mobilu presviedéa, aby som
zatajil svoje internetové kamaritstvo pred roditmi, méze mat zlé dmysly,
a preto to poviem rodicom .

Nebudeme deti trestat’ za to, fo nie je ich chybou. Ak od nich mekto
podvodom vymami mniektory z osobmych udajov, budeme sa snazitf
zabranit jeho zneuZitin. Ak bude nutné, upovedomime prislusni ndtiticin
{(banku, Skolu, policiu).

Nezverejnim na internete alebo cez mobil, svoje pravé meno a priezvisko,
svoju fotografiu, video, vek, emailowvi adresu, telefonne éislo, adresu domov,
adresu Zkoly, majetkové pomery, pristupové menid a hesli alebo iné osobné
idaje (ziluby, opis wzhladu, povahy, znalosti, zruénosti, wvzdelanie,
oblibené veel, tizby ) ak, tak len s vedomim rodifov.

V pripade, e sa nam dieta zddveri o svojom internetovom kamaratstve,
nebudeme mu v tomto vztahu brinit’ a dopredu zatracovat, ale budeme
tomu venovat zvyiend pozorost . PGjdeme na kazdé prvé stretnutie, ktoré
si diet'a dohodlo cez internet alebo mobil.

S nikym, skym som sa zoznimil cez internet alebo mobil, sa nestretnem
sam, ale poprosim rodifov, aby ma sprevadzali. Miesto stretnutia si
dohodnem cez defi na verejnom priestranstve, kde je vela lodi.

Vysvetlime detfom, ¢o si audiotextové ¢isla a ako si spoplatiiované. Ak
maji zaujem o nakup tovamu alebo sluiby cez intemnet alebo mobil,
nebudeme 1m striktne zakazovat' tito moZnost. Prediskutujeme s nimi, &1
je to vvhodny nakup, a ¢1 je to vhodny sposob platenia

Bez vedoma rodicov nebudem telefonovat’ na audiotextové ¢isla, nebudem
vyuzivatl online nakupovanie, ani platit’ za rézne sluzby cez internet, alebo
mobil (napr. formou sms).

Vysvetlime defom, aby nerobili to, ¢o nechei, aby ini robili im. Aby s1
vaZili wvlastni osobnost, jedineénost aoriginalim. Nemwusia sa
prisposobovat’ rovesnikom za kazdd cenu, pokial budi mat dostatok
vlastného sebavedomia.

Nebudem znewZivat svoje postavenie na Sikanovanie inych, na ich
vydieranie, zosmieffiovanie a diskrimindein. Na druhej strane, ak sa stanem
terfom Sikanovamia, oznamim to svojm rodicom, uéitelom. Nebudem
reagovat na Sikanujice podnety.

Vysvetlime detfom, Ze za niektoryjch okolnosti, ako je ponuka drog,
alkoholu, fajéenmia, naviadzania na sebapoSkodzovanie, sekty a podobne,
maji pravo byt nezdvonlé a odmietnut’ ponuku.

Ak sa na internete alebo cez mobil stretnem s navadzanim alebo ponukou na
drogy, alkohol, fajéenie, smnavadzanim na sebapoikodzovanie, sekty
a podobne, oznimim to rodifom, uéitelom.

(T’?: DIGITAL



VZOR: STRAVOVANIE

v’ Deti do 2 rokov - najvacsie obmedzenia. Q
v’ Postupne ochutnavanie, rodicia vedia,

¢o im davaju jest.
v Vieme, ¢o nasim detom skodi.
v’ Cola raz za ¢as, extra ustupok.
v’ Pravidld doma aj na ndvsteve.
v’ Sladkosti ako odmena. AZ po zdravom jedle.

Digitdlne sladkosti?

v’ Zaklad — zdravé jedlo a pohyb.

v’ Prejedanie — choroba — nastupuje diéta. ~
(PS:DIGITAL



T\P web stranky
vicata.sk

zodpovedne.sk
detinanete.sk
eduworld.sk
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@ YouTubeKids
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for foday’s
WIFI PASSWORD

I. read 30 Minutes
2. eNpty dishwasher
3. Clean your room
4. t0ke out the frash

THEN, AND ONLY
THEN WILL YOU
ask {for +he password

pS. I do his,
BECAUSE | LOVE YOU

(@ DIGITAL



Su mladi, ktori su aj vtomto
priestore kreativni a dokonca
genialni... Vedia pouzivat
novu komunikacnu techniku
na odovzdavanie evanjelia,
hodnot a krasy.

papez Frantisek
CHRISTUS VIVIT, 104
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Nastavte si zakladné pravidla v digitale




Aké pravidla v sucasnosti pouzivate pre
vasu rodinu v online svete?

e

Google



Niekolko zakladnych digitalnych pravidiel

®

® ®

Stanovte si hranice pre Nastavte si rodinné Urcte rodinné hodnoty v
cas straveny pred pravidla o tom, Co online prostredi
obrazovkou zdielate

Google



Aplikacia family Link

Family Link pomaha rodicom spravovat
Google ucet a Chromebook alebo zariadenie s
Android systémom ich deti, aby mohli
urcovat zakladné digitalne pravidla, ktoré

funguju v ich rodine.

Samantha

2 approval requests

9

&)
@
Fox Theater

Updated 20 min ago

Location

Google



\lyrovnhany cas straveny pri obrazovke

Pozitivny dopad Negativny dopad

©

Dokoncené domace
ulohy

®

U&inok na spanok

® ®

Spojenie sa s Menej Casu straveného s
rodinou a priatelmi ostatnymi alebo vonku

Google



Sledujte cas, ktory vase deti
travia pri obrazovkach

Pripravte denné Casové limity
Nastavte ¢as na spanie
Regulujte Casoveé limity aplikacie
Umoznite bonusovy €as

Dialkovo uzamknite zariadenie

@& Fanmily Link

10:00

0]

Daily limit

Scheduled

SUN No limit

MON 2hr

TUESDAY

2 hr 15 min

Also applies to...

WED 2hr

THU 2hr

< ®

V4l 1230

March 1

Friday, 2019

Google



Diskutujte o rodinnych pravidlach tykajucich sa zdielania




\

Ve
'y

Stanovte podmienky tykajuce sa zdielania

Naucte ich o
digitalnej stope

Pomozte znizovat Vysvetlite im, ze su veci,
socialne ktoré by nemali zdiel'at

porovnavanie

wellbeing.google/families

Google



Stanovte rodinné hodnoty v online prostredi

Ukazte vase oCakavania Hovorte s nimi o Komunikujte spolu o sile
ohladom toho, ako budu online obtaZovani pozitivhych sprav

2
-.{.. I
-

@,
i .

konat v online prostredi

Google



Objavte obsah vhodny pre rodinu




Akému typu obsahu su deti v
online prostredi vystavené?

\

el

Google



@& Fanmily Link

V401230 g

Family Link poskytuje funkcie P s —
na hladanie a spravovanie Y AN March 1
obsahu vhodného pre deti. W P

Google



Nastavte obsahové
obmedzenia v Google Play
cez Family Link

@& Fanmily Link

815 O B AR - (ol il |

< Google Play

Manage what Natalie can browse, purchase, or download on
Google Play.

Purchases & download approvals

Require approval for
8
All content

Content restrictions

Choose what Natalie can browse on Google Play. She will
still need your approval for new purchases or downloads,
unless they're from your Family Library.

= Apps & games

Everyone
Movies
i
G
TV
D TV-Y

V4l 1230

March 1

Friday, 2019

O :

Family Link  Monumen...

©0

Play Music Play Store

® 920

Google



Alebo najdite ten spravny
obsah v Google Play

Navstivte Google Play, prejdite do
sekcie Rodina a vyhladajte family
star, pomo6ze vam identifikovat
obsah, ktory vyvojari oznacili za
vhodny pre deti.

Odporucany vekovy rozsah
pouzivatela najdete v hviezdicke v
detailoch obsahu stranky.

' Google Play

X5 \ /
>
fg ’.§ by ! P A
I Strawb
€ EVERY(
=\ Strawberry
B EVERYONE
supported family app * In-app purchases
¥
CONTENT RATING ’ >
Under  Strawberry Creativity

Create fruitastic friendship necklaces with
Strawberry Shortcake and friends!

-<

Ages 8 & Under

FAMILY STAR BADGE
CONVEYING AGE RANGE

READ MORE

~

Google



@& Fanmily Link

Schvalte alebo odmietnite
stahovanie a nakupy v
aplikaciach prostrednictvom
Family Llnk &( Google Translate

V4l 1230

March 1
Friday, 2019

Google



. Google Play

O F @O RNBT 5 .ls1%m™ 1246
Parental controls (@)

On )

Set content restrictions for this device
Each type of content has different options.

Apps & Games

Allow all, including unrated

Movies
Allow all, including unrated

TV

Allow all, including unrated

Books O

Restrict sexually-explicit books

Music

Restrict music marked explicit by D
content providers

Alebo si nastavte rodicovsku
kontrolu priamo v sluzbe
Google Play

Zapnite rodicovsku kontrolu a
obmedzte obsah, ktory sa dé stiahnut
alebo kupit v sluzbe Google Play na
zaklade urovne zrelosti.

Ochranu heslom povolite vyberom
moznosti PoZzadovat overenie pri
nakupoch.

Google



@& Fanmily Link

815 O B AR -

& App activity ®

PO u 2 Ilvajte Fa m i Iy Li n k n a TODAY  YESTERDAY 7 DAYS 30 DAYS T
kontrolu ¢asu straveného v G o March 1
a p | i ka’ Ci a’ C h ﬁ Khan Academy Kids: Free educational .. 11m

Q Google Text-to-Speech m
gewm Think & Learn Code-a-pillar™ m
% Thomas & Friends Minis m

Google



Alebo kedykolvek skryte
aplikacie pred detmi

@& Fanmily Link

5:31 M | £ © 0w

< App details

@ Toontastic 3D 9401230

Allow app o MarCh 1

Friday, 2019

Permissions

Lights! Camera! Play!

VIEW ON GOOGLE PLAY
Everyone
Learn more

Category Developer
Educational Google LLC

Google



@& Fanmily Link

Zakazte alebo povolte
konkrétne web stranky v
prehliadaci Chrome
prostrednictvom Family Link

V4l 1230

Manage sites

2" Approved

2’ Blocked




@& Fanmily Link

9209 Fo®M - (ol R |

< Chrome

You can allow Natalie to visit all or some sites when signed V4N 1230
PO I I l 0 CO u ro l I l e n a Sta Vte in to Chrome. Natalie can ask for permission to visit blocked
sites, too. Learn more
March 1

filtre na prehliadanie webu

O  Allow all sites

® Tryto block mature sites

No filter is perfect, but this should help hide sexually
explicit and violent sites. Learn more

MANAGE SITES

O :

O Only allow certain sites Family Link ~ Monumen.. |

Approve requests from Natalie & customize your
own list.

Play Music Play Store
MANAGE SITES

To manage website permissions and other advanced i
settings, use the Chrome dashboard. g q

e = ] ¢ .

Google



Zapnite a vypnite Bezpecné
vyhladavanie s Family Link

@& Fanmily Link

9209 Fo®M - © e

& Google Search

You can turn on SafeSearch to help filter sexually explicit and
violent results on Google Search.

SafeSearch [ ]

This filter isn't perfect and Natalie may still find
things you don’t want her to see.
Learn more

@ 90
O) B

V4l 1230

March 1

Friday, 2019

O :

Family Link  Monumen...

©0

Play Music Play Store

Google



@& Fanmily Link

911 MO ® - Oinvadn N

< YouTube Kids settings

You can customize some of Natalie’s experience on YouTube 9401230

Upravte vekovu hranicu v

Search » M arCh 1

° ° o Friday, 2019
Turning off search will restrict the experience to a
Z more limited set of videos Learn more

Choose content level settings

Your selection impacts the videos available in YouTube Kids

® Younger

A more restricted experience that appeals to children
in preschool and elementary school

o :

Family Link  Monumen...

©0

Play Music Play Store

(O oOlder (Beta)

For parents who think their older children are ready
for a less restricted experience

Unblock videos

If you or Natalie blocked YouTube Kids videos or channels,
you can unblock them all at once.

@ 9 0©

O B

Google



Alebo priamo preskumajte aplikaciu YouTube Kids

Obsah schvaleny
rodicom

Nastavte casové
limity

Blokujte alebo
nahlaste obsah

Skontrolujte
historiu pozerania

Google



A ochrante ich na
Youtube vo vasom
zariadeni

Obmedzeny rezim je nastavenie, ktoré je
mozné povolit v aplikdcii Youtube. Ak je
zapnuté, obmedzuje dostupnost
potencialne nevhodného obsahu.

V Youtube Zapnite obmedzeny rezim,
aby ste sa vyhli videam s obsahom pre
dospelych.

3 YouTube

O EFBO RNB 5 .ls1%mm 1246

< General

un e
Only stream HD video on Wi-Fi

Double-tap to seek
10 seconds

Picture-in-picture
Tapping Home button while watching continue:
playback in a miniature player on top of other apps

Uploads
Specify network preferences for uploads

Upload quality
Specify video quality for uploads

Google



Tipy na spravu obsahu, ktory vidia

® ® ® ©

Skontrolujte L o Spravujte pristupy o
, Zvazujte aplikacie ) Pouzivajte

hodnotenia o k webovym T
vyvijané aj pre Family Link

obsahu aplikacii strankam

=2L9

rodiny

Google



Nastroje, ktoré vam pomozu ochranit rodinu

Google



Povo

13:47 9

¢ Privacy and safety
@Goridigital

Tweets

Protect your Tweets
Only current followers and people you approve
in the future will be able to see your Tweets
Learn more

Photo tagging
Off

Direct Messages

Direct Messages

Location

Precise location
Disabled

If enabled, Twitter will collect, store, and use
your device’s precise location, such as your
GPS information. This lets Twitter imorove vour

twitterd

na socialnych sietach

€ Privacy Shortcuts

m

Tools to help you control your
privacy and security on Facebook

Privacy

Control who sees what you share on
Facebook, and manage data that helps us
personalize experiences.

6' Review a few important privacy
settings

@ Learn about your privacy on Facebook

facebook.

=l 85% W 12:56

€ Settings

Manage Preferences

Contact Me
My Friends

View My Story

Custom

See My Location
Only Me (Ghost Mode)

See Me in Quick Add

ADVANCED

Notification Settings

Join Snapchat Beta

4% snapchat

['te nastavenia ochrannych udajov

© =l 85% M 12:56

Privacy and Safety

Allow Others to Find Me

Private account

Who Can Send Me Comments

Who Can Duet with Me

Who Can React to Me

Who Can Send Me Messages

Allow Download

My Block List

d* TikTok

Google



Tipy na ochranu online sukromia & bezpecnosti vase]

rodiny
Pomoézte im odhalit Naucte ich vytvarat Skontrolujte ich
pokusy o phishing tazko pristupné hesl3 nastavenia

ochrany
osobnych udajov

Google



Objavte Google Centrum bezpecnosti

Google

= Safety Centre

©

Making technology for everyone means
protecting everyone who uses it.

Google was founded on the belief that everything we do should always respect the user. As the Internet
evolves, this means continuously advancing our security technologies and privacy tools to help keep you

and your family safe online.

safety.google

Google


https://safety.google/




Dakujem za pozornost’!
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